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Security Evaluation Method Based on Real Time Traffic of Hosts

Yao Tingting, Zheng Qinghua, Guan Xiaohong, Chen Xiuzhen
(Institute of System Engineering, Xijan Jiaotong Universty, Xijan 710049, China)

Abdgract: After analyzing malicious attacks against network that affect the service availability and
would lead to the abnormal change of the network traffic, a method to eval uate the security situa?
tion of realZtime traffic of hostsis presented. A group of statistic that can reflect the network

traffic featuresin afixed time window are selected as the evaluation metrics. Based on the large

samples, the information entropy gain method is applied to determine the importance of eval ua2

tion resultsfor different metrics. Then, usng hierarchical weighted method, the evaluation re2
sults are regarded as the normalized abnormality val ue to eval uate the real time traffic of host net2

works. Experiments and testing show that this method can reasonably eval uate the host network
abnormal flows caused by the DDoS, DoS worm and other attacks, and has good eval uation re2
sultsfor new attacks that cause abnormal change of network traffic.

Keywords: security evaluation; network attack ; host rea2time traffic
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