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Automatic Detection of Distributed Denial of Service Attacks Based on
Time2Frequency Analysis
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(Ingtitute of Network , School of Hectronics and Information Engineering, Xi' an Jiaotong Universty , Xi' an 710049 , China)

Abstract : Based on the analyss of distributed denia of service (DDoS) attacks, the flow connection dendty
(FCD) is defined and the characteristic of nor2stationary of FCD time seriesisproved. A new method to detect
DDoS attacksis proposed based on the timeX requency analyssof FCD. The proposed method detects DDoS at2
tacks by trandorming the time seriesof FCD with smooth Winger2Ville distribution , to obtain the energy distri2
bution of the time seriesin two2dimensonal gpace and suppress the efect of the quadratic crossterm, and then i2
dentifying DDoS by usng the K2nearest neighbor classfier trained by samples. The experimental results show
that the developed gpproach can detect DDoS attacks correctly , and identification errors mainly present to the
switching stage of the network with little influence on the identification of DDoS attacks. Comnpared with the
theoretic value, the identification error ratio isonly 4126 %.
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