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Approach to Security Evaluation Based on Rough Set Theory for Host Computer

Chen Xiuzhen, Zheng Qinghua, Guan Xiachong, Lin Chenguang
(School of Bectronics and Information Engineering, Xi' an Jiaotong Universty , Xi'an 710049, China)

Abstract : Aiming at the weaknessof being unable to evaluate the threat of combination of vul nerabilitieson net2
work security for most systems of security evaduation, a novel modd of security evaluation based on rough set
theory was put forward. This model consdered the vulnerability as a security factor and the security eva uation
model was built from historica evd uation records by us ng attribute reduction. Further , the measurement model
of hierarchical security risk with three levels: security factor , service and host computer , was built , which cal2
culated the security risk of the host by weighting the importance of service and security factor , then the security
dtuation of the system were analyzed and evaluated. Compared with other evaluation methods, this method can
create a rule2based model of security evaluation automatically and has advantage of evauating threat of isolated
security factor and combination of security factorson the same host. It al© can monitor the impact of changes of
the system configuration on system security. Nine usful rules for security evauation were discovered from 7
days evaluation records and security sStuation curves were established through smulation experiment , which
shows that eval uation results by our method are more accurate and intuitive than others.
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